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windowsupdate
wilderssecurity
virus

virscan
trojan
trendmicro
threatexp
threat
technet
symantec
sunbelt
spyware
spamhaus
sophos
secureworks
securecomputing
safety.live
rootkit

rising
removal
quickheal
ptsecurity
prevx
pctools
panda
onecare
norton
norman
nod32
networkassociates
mtc.sri
msmvps
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microsoft
mcafee
malware
kaspersky
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hacksoft
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ewido
etrust
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emsisoft
dslreports
drweb
defender
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conficker
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procexp
ms08-06
mrtstub
mrt.
mbsa.
klwk
kido
kb958
kb890
hotfix
gmer
filemon
downad
confick
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Jknetapi32.dll
NetpwPathCanonicalize
ntdll.dll
NtQuerylInformationProcess
Query Main
DnsQuery W
DnsQuery UTF8
dnsapi.dll
DnsQuery A

ws2 32.dll

sendto

dnsrslvr.dll
wininet.dll
InternetGetConnectedState
kernel32.dll
S}LoadLibraryExA
NtQueueApcThread
LoadLibraryA
NtSetInformationProcess
SeTakeOwnershipPrivilege
ResetSR
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GetTempPathA
Documents
tuenti.com
metroflog.com
Collaboration
Service

Inter

conduit.com
ameba.jp
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, application/x-ms-application
imdb.com
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Debug

, application/x-shockwave-flash
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memmove
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FindClose
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sourceforge.net
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InternetGetConnectedState
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VirtualAlloc
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wikimedia.org
htonl
dpornhub.com
adultadworld.com
yahoo.com

Cursors

ebay.co.uk

Photo

ExitThread

Movie

imeem.com
fr-FR;q=0.5

|co.cc
GetModuleFileNameA
Hkaixin001.com
naver.com
kooora.com
registration
biglobe.ne.jp
Options

Profiles
xlivejournal.com
RegCloseKey
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GetProcAddress
CryptReleaseContext
*XFindNextFileA
rapidshare.com
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narod.ru
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CryptAcquireContextA
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SetFilePointer
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aweber.com
geocities.com
megaporn.com
facebook.com
ObtainUserAgentString
GET %s HTTP/1.1
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg%os%os%os%s%s, */*
Accept-Language: %s%s
%sAccept-Encoding: gzip, deflate
User-Agent: %s

Host: %s

Connection: Keep-Alive
youtube.com
ioctlsocket
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GetSystemTime
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pogo.com
getsockname
digg.com
ADVAPI32
RegQueryValueExA
badongo.com
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bind
0DGetTempFileNameA
System
getpeername
4shared.com
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Microsoft
googlesyndication.com
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megaclick.com
SetFileAttributesA
GetWindowsDirectoryA
RegCreateKeyExA
GetModuleHandleA
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InternetTimeToSystemTime
Tasks
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GetLastError
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closesocket
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CloseHandle
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CryptGenRandom
Tfastclick.com
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WaitForSingleObject
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CreateThread
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Installer
DeleteFileA
GetFileVersionInfoSizeA
wikipedia.org
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RegOpenKeyExA
mywebsearch.com
GetVersionExA
disney.go.com
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\Temp

Live
RegDeleteValueA
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XEnterCriticalSection
Setup

MoveFileA
DeleteFileA
GetTempPathA
GetSystemDirectoryA
Sleep

CloseHandle
CreateThread
LockFile

GetFileSize
CreateFileA
GetLocalTime
GetVersion
SetErrorMode
ExitProcess
GetCommandLineA
GetLastError
CreateMutexA
GetComputerNameA
GetCurrentProcessld
DisableThreadLibraryCalls
MoveFileExA
Process32First
CreateToolhelp32Snapshot
ReadFile

CreateFileW
MoveFileExW
DeleteFileW
WideCharToMultiByte
ExpandEnvironmentStringsW
GlobalAlloc
MultiByteToWideChar
TerminateThread
GetExitCodeThread
GetCurrentThreadld
GetVersionExA
WaitForSingleObject
SetLastError
Module32Next
Module32First



ExitThread
SetThreadPriority
rtualProtect
GetThreadPriority
GetCurrentThread
VirtualFree
VirtualAlloc
GetProcAddress
LoadLibraryA
GetModuleHandleA
GetVolumelnformationA
GetTickCount
QueryPerformanceCounter
GetCurrentProcess
SetFileTime
GetFileAttributesA
GetFileTime

WriteFile

SetEndOfFile
TerminateProcess
OpenProcess
Thread32Next
SuspendThread
OpenThread

GlobalFree
CreateRemoteThread
WriteProcessMemory
Virtual AllocEx
ReadProcessMemory
SetFileAttributesA
CreateProcessA
LocalFree

VirtualQuery
GetTempFileNameA
FreeLibrary
SystemTimeToFileTime
GetSystemTime
GetSystemTimeAsFileTime
RtlUnwind
GetModuleFileNameA
Process32Next
Thread32First
RegCreateKeyExW
RegFlushKey
OpenSCManagerW
EnumServicesStatusW
QueryServiceConfigW
QueryServiceConfig2 W
GetNamedSecurityInfoW
SetEntriesInAclW
SetNamedSecurityInfoW
RegEnumKeyExW



RegSetKeySecurity
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EqualSid
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AllocateAndlInitializeSid
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InitializeAcl
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SetSecurityDescriptorDacl
SetFileSecurityA
FreeSid
OpenProcessToken
LookupPrivilegeValueA
AdjustTokenPrivileges
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ControlService
ChangeServiceConfigA
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RegOpenKeyExW
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RegCloseKey
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CoUninitialize
ColnitializeSecurity
SHGetSpecialFolderPathA
SHDeleteValueA
StrStrIW

StrStrIA
SHDeleteKeyW
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EnumThreadWindows
GetDlgltem
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InternetGetConnectedState
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InternetReadFile
InternetCloseHandle
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KERNEL32.DLL
ADVAPI32.d1l
MSVCRT.dIl
ole32.dll
OLEAUT32.dll
SHELL32.dll
SHLWAPI.AIl
urlmon.dll
USER32.dll
WININET.dIl
WS2 32.dll
LoadLibraryA
GetProcAddress
VirtualProtect
VirtualAlloc
VirtualFree
FreeSid
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SHGetSpecialFolderPathA
StrStrIW
ObtainUserAgentString
GetDlgltem
InternetOpenA

Unicode Strings:

svchost.exe -k netsvcs

netsvcs
SYSTEM\CurrentControlSet\Control\SafeBoot
Software\Microsoft\Windows\CurrentVersion\explorer\ShellServiceObjects\{ FD6905CE-952F-
41F1-9A6F-135D9C6622CC}
SOFTWARE\Microsoft\Windows NT\CurrentVersion\SvcHost
dll
SYSTEM\CurrentControlSet\Services\
ServiceDIl

\Parameters

%S %S

A

svchost.exe -k NetworkService
%s\%s

USERS

MACHINE

CURRENT USER

CLASSES ROOT

Policy

Discovery

Storage

Power

Logon

Machine

Browser

Management

Framework

Component

Trusted

Backup

Notify

Audit

Control

Hardware

Windows

Update

Universal

Task

Support

Shell

Security

Network

Monitor

Microsoft



Manager

Installer

Image

Helper

Driver

Config

Center

Boot

Time

System

Service

Server

serv

prov

mgmt

logon

auto

agent

access

wuau

Wmdm

Tapi

Remote

Ntms

Lanman

help

Event

Audio
SOFTWARE\Microsoft\Windows NT\CurrentVersion\SvcHost
Parameters
Description
ObjectName
LocalSystem
ImagePath
ErrorControl

Start

Type

DisplayName
SYSTEM\CurrentControlSet\Services
%SystemRoot%\system32\svchost.exe -k
Software\Microsoft\Windows\CurrentVersion\Run
rundll32.exe "%s",%S



